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WHO DID WE SURVEY?

Between August and October 2024, Gatepoint Research invited selected executives to
participate in a survey themed Customer Identity and Access Management Strategies.

Candidates from several industries were invited via email and 85 executives have participated to
date.

Management levels represented are all senior decision-makers: 7% hold the title CxO or are VPs,
20% are directors, 28% are senior or department managers, 45% are data, system, or
application architects or engineers.

100% of responders participated voluntarily; none were engaged using telemarketing.
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EXECUTIVE SUMMARY

Surveyed organizations prioritize enhancing digital experiences and maximizing the
value of existing tools in identity and access management (IAM). Many use multi-
factor authentication and single sign-on, but they face complexity in managing
customer identities due to separate business units and global structures, impacting
revenue when customer data is fragmented. To meet IAM goals, respondents
emphasize the need for integration with all identity data sources, along with self-
service options, passwordless login, and risk-based authentication to improve security
and personalization.

This survey asks respondents to report:

« What are your top two customer identity and access management (IAM) goals?
« Which methods do you use to authenticate identity access to your applications?
« What aspects of your business make managing customer identity complex?

« What capabilities do you need to add to meet your revenue and customer |IAM
goals?
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What are your top two customer identity and
access management (IAM) goals?

improve digitalexperionce G '
Maximize the value of existing tools ||| NG NG 4%
Enhance performance at scale [ NGENRNNNNENGNGNGEEE 36%
Reduce developer overhead [ 22%
Accelerate personalization [[NEGN 13%
Convert new customers [N 12%
Reduce churn [N 12%
other I 7%

Survey respondents push two IAM goals ahead of others: improvements to the digital experience
(48%) and maximizing the value of existing tools (44%).

Summary Results | November 2024

GATEPOINT RESEARCH

PULSE’\|/REPORT



Which identity and access management
solutions are you using today?

Microsoft Entra 47%
Okta 46%
CyberArk 41%

SailPoint NG 25
Okta (AuthO) I 19%
One Identity [N 6%
Ping Identity [N 6%
Microsoft Entra (47%), Okta (46%), and

IBM Security | 5% CyberArk (41%) are the most used IAM
Transmit Security [N 5% solutions among surveyed organizations.

Saviynt I 4%
Thales Digital Identity and Security Il 1%

Other N 13%
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Which methods do you use to authenticate
identity access to your applications?

Certificate-based authentication 33%

Token-based authentication _ 33%

Biometric authentication _ 28%

Almost all respondents report using multi-factor authentication (84%) or single sign-on (80%). An
additional 66% use user ID and password.
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What's the number one thing you wish you could
change about your deployment environments?

Better visibility of status and threats

regardless of deployment style

smeeredrements 2 [ -
environments °

Streamlined, trouble-free operation

between cloud-hosted and managed _ 22%

systems in hybrid deployments

More control and flexibility in my cloud _ 11%
environments ?
Other . 2%

Organizations want a unified view of security status and threats across all identity systems,
regardless of where they're deployed, say 38%. Respondents also wish they had simpler
administration in their managed environments (27%).
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How many identities do you need to secure?

22%
-, -,
4% 4%
Fewer than a million 1 to 10 million 10 to 100 million More than 100 million

Most (70%) need to secure fewer than a million identities. However, over a fifth are responsible for
securing between one and ten million, and a handful are responsible for even more.
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What aspects of your business make
managing customer identity complex?

Multiple brands and/or business o

- I

units
Globalorganization | 5
Large partner / supplier network | -2
oo eremae intatooe. I 5
customer experience initiatives °
Recent A | 2>
Recent breaches / security or fraud -
11%

prevention initiatives
Other . 4%

Separate brands or divisions within business units creates challenges for handling customer
identity, say 68%. Over half also cite global organization as a challenge complexifying customer
identity.
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In what ways could your IAM solution be
negatively impacting revenue growth?

Customer data is disaggregated
across channels.

It's poorly integrated with systems
like CRM, martech, etc.

There's a low level of
personalization.

We can't keep up with evolving
customer expectations.

Our anti-fraud solution causes
registration abandonment.

We don't offer a guest checkout.

Other
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12%

12%

14%

38%

35%

31%

26%

Respondents believe that revenue is
negatively impacted when their customer
data is disaggregated across channels and
IAM is poorly integrated with customer
relations and marketing technology systems.
Low levels of personalization (31%) and
shifting customer expectations (26%) also
pose a threat to revenue growth for many.
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What capabilities do you need to add to
meet your revenue and customer IAM goals?

megrationwith a dentiy dta sources |GG .
e oo (o e |
preference, and password management ?
Passwordless registration and login - | 35%
Risk-based authentication | 33%
Real-time risk scoring & decisioning [NNEGGEEE 28%
Out of the box integration || NGNNEGEGEGEEEE 20%
Social registration and login  [[NNEGEGNEEE 19%
Persistent sessions [ 15%
Other 4%

Above all, integration with all identity data sources is the capability necessary to meet revenue and
customer IAM goals (46%,). A third or more say they need self service options (36%), passwordless

registration and login (35%), or risk-based authentication (33%).
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JOB LEVEL

27% of respondents to this survey hold executive or director-level
positions in their organization.

%
Cx0 3% /b 49

Manager 28%
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About the Company

. Pingl de ntl ty? Ping Identity provides identity access

management (IAM) platform for
authentication, MFA, passwordless,

and threat protection for large
organizations around the world.

Learn more at pingidentity.com
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https://www.pingidentity.com/en.html
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