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EXECUTIVE 
OVERVIEW

Between March and April 2022, Gatepoint Research invited selected IT, 

Networking, Data Center and Infrastructure experts to participate in a survey 

themed Network Optimization Strategies for ROI. There have been 103 

participants to date.

• Respondents represent executive management, senior decision-makers, 

and highly qualified subject matter experts: 7% hold the title CxO or are 

VPs, 15% are directors, 36% are managers, 36% are engineers, and 6% 

are analysts or architects.

Better network ROI means better performance, security and visibility at 

lower cost. Relentlessly optimizing the effectiveness of existing tools, 

reducing unnecessary network traffic, and closely tracking app bandwidth 

are key to this goal.  How are organizations achieving it?

This survey asked respondents to report:

o Which types of network tools do they use? Are any overloaded?

o Where are their business-critical workloads? What would allow them to 

confidently move more into the cloud?

o What network issues keep them up at night? 

o What will their organization focus on in the next 12 to 18 months?
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Where are your business-critical workloads?

The majority of survey participants report having at least some of their 

business-critical workloads on premise (71%), but they also position them 

across cloud servers. 40% use hybrid, and 35% use public or private clouds. 
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What do you use to monitor network traffic?

The top three mechanisms by which responding organizations monitor their network traffic 

are SPAN ports (44%), a combination of SPAN ports and NPBs (38%), and TAPs (35%).  

Slightly less than a fourth are using NPBs alone, or a combination of TAPs and NPBs. 
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Which types of network tools do you use?

More than half of those surveyed use SIEM/SOAR (57%) or IDS/IPS (51%).  

APM and NPB have been deployed by 38%, and 27% use an NPMD. 
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Which of your network tools overloaded?

Just over half of respondents frankly admit to their network tools 

being overloaded, especially routers and switches, say 38%.
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What network issues keep you up at night?

The most commonly cited network nightmare scenario: new security threats, disturbing the 

sleep of just under two thirds of survey takers. 46% are also plagued by performance issues.
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42% of respondents do require 

visibility into encrypted traffic.

Do you need visibility into encrypted traffic?
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What would it take for you to feel confident about moving (more) business-critical

workloads to the cloud? 

Most respondents need to be able to confidently address compliance requirements

before moving more workloads to the cloud.  Just over half also require cloud traffic 

visibility. 43% need to be able to use existing on-premise security tools.
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What will your organization focus on in the next 12 to 18 months?

By a significant margin, two priorities garner the lion's share of attention by survey 

takers in the near future: faster troubleshooting (57%), and high priority apps (49%). 
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OTHER: moving apps to Azure, business 

continuity, cloud migration & enablement, 

documentation of all cloud environment 

access, secure ops, better correlation for 

network detected security events



INDUSTRY
SECTORS

Survey participants represent a wide variety of industries, 

with 34% coming from healthcare/insurance. 
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Gigamon delivers network visibility 

and analytics for all digital 

applications and services across 

physical, virtual, and cloud 

infrastructure to boost both 

performance and security needs.  

Learn how you can better optimize 

network, security and financial 

efficiency with market-leading 

visibility solutions.
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Learn more at gigamon.com

https://www.gigamon.com/

