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WHO DID WE SURVEY?

Between June 2024 and March 2025, Gatepoint Research invited selected executives to
participate in a survey themed Unified Observability and Automation for the Enterprise.

Candidates from several industries were invited via email and 777 executives have participated
to date.

Management levels represented include: 25% who hold the title CxO, 14% who are VPs, 26% are
directors, 28% are senior or department managers, and 10% are engineers or architects.

Responders work for firms with revenue levels ranging from Fortune 1000 companies to small
companies with less than $250 million in revenues.
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EXECUTIVE SUMMARY

This survey highlights key trends, challenges, and strategic priorities shaping
organizations’ approaches to APM/QObservability, DevSecOps, and security automation.

Adoption and Challenges: Organizations leverage a range of APM/Observability
solutions, but 28% rely on homegrown/internal tools. However, reactive
troubleshooting (50%) and lack of end-to-end visibility (49%) remain significant
obstacles, alongside other issues.

DevOps Enhancements: To improve efficiency, organizations have prioritized reduced
manual steps (57%), DevOps automation (46%), and a shift-left strategy for CI/CD
(39%)—key initiatives that are driving a modernized DevOps approach.

Investment Priorities: Over the next 12 months, organizations plan to deepen end-to-
end observability (38%), consolidate tools (37%), and optimize the user experience
(35%). These initiatives are driven by a clear objective: delivering higher-quality
products and services to enhance the customer experience, which stands as the top
motivator for technology investments.
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Which cloud platform/dynamic microservices
vendors do you work with?

Amazon Web Services ||, 57
Microsoft Azure | -
Google Cloud Piatform - | 25
pocker N 22
Most respondents work with Microsoft
Oracle Cloud | 16% and Amazon for their cloud platform
and microservices.
Red Hat I 2%
1BM Cloud [N 6%

Other/Not sure 11%
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Which APM/Observability solution(s) do you use?

28%
25%
=
19%

Splunk Home grown Solarwinds Datadog  AppDynamics Elastic New Relic Other
/internal

Organizations are leveraging a variety of APM/Observability solutions, including
28% using homegrown/internal solutions.
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Do you experience any of these common
challenges with your current APM solution?

omes o ond weor osves NN, -
comes to end user issues °

Lack of end-to-end visibility 49%

Siloed data sources and operational o
P ) 31%
inefficiency due to silos

Difficulty prioritizing vulnerabilities o
" 31%
and false positives

Alert storms and dashboard fatigue _ 30%

Missed SLOs/ SLAs 22%

Pressing challenges with current APM solutions include reactive issue management (50%) and
limited end-to-end visibility (49%,).
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What initiatives are you looking to deploy with an
APM/observability solution over the next6 to 12
months?

Expand and deepen end-to-end observability _ 38%
Optimize and maintain user experience _ 35%
Simplify modern cloud complexity _ 28%
Meet service level agreements _ 27%
No identified APM/Observability initiatives at this time _ 27%

Wide-ranging enhancements stand out as near-term necessities: Expanding and deepening
observability, consolidating observability tools, and improving the user experience.

Summary Results | March 2025

GATEPOINT RESEARCH

PULSE’\|/REPORT



Has your organization adopted a DevSecOps
approach (security practices incorporated into the
DevOps lifecycle)?
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Yes, completely.

Yes, partially (some
teams).
46%

28%

Most organizations have
started ensuring that security
is an active part of
development and operations
rather than a separate, final-
stage process.

GATEPOINT RESEARCH

PULSE/|| ‘REPORT



Which of the following initiatives would you adopt
to improve your current DevOps processes?

e round auaity and secorry | |, 5
around quality and security °
pevone sutomation stroteey I <
DevOps automation strategy °
N emeaationnto e ovco pnaine - T, -
remediation into the CI/CD pipeline °
cyeios and matain code coairy NN -
cycles and maintain code quality °
Adopt and refactor business-critical o
applications via containerized systems

DevOps would be improved by reducing manual steps in security processes and workflow, say 57%.
Many go a little further, saying they would adopt full automation in DevOps (46%). A shift left
strategy, desired by 39%, would help to increase the rate of development that 37% are looking for,
while containers are trending for 23% as a factor in secure application management.
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For which security processes have you established a
high level of automation that is well-integrated with
consistent execution?

e empiance - [ NG -
compliance ?

Application security testing 45%

None of these 21%

Slightly less than half of respondent are automating compliance, app security testing,
and attack detection and response, but more than 1 in 5 have not applied a high level of
automation to any of these processes.
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What is your organization’s primary reason for
investing in new technology?

otuct quaty for customers T -

product quality for customers °
Free up resources to innovate vs. _ 17%
fix issues ?

30% of respondents identify higher
» . quality service and products for their
Become more competitive | 12% customers as their top investment
o trigger, although cost reduction
Gain critical insights from and ’ . ..
understand _ 10% weighs heaviest as a decision factor
for nearly as many.

business value of customer...

All of the above or other

Utilize the latest technology - 4%
LK

%
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JOB LEVEL

62% of respondents to this survey hold executive or director-level
positions in their organization.

Architect
6%

Engineer
4%

Sr. Manager
28%

Director
23%
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" dvna trace About the Company

Dynatrace combines deep
observability, AIOps, and application
security in one open, unified platform
to continuously deliver precise
answers and intelligent automation
from data.

Learn more at dynatrace.com
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https://www.dynatrace.com/

	Slide 1: UNIFIED OBSERVABILITY AND AUTOMATION FOR THE ENTERPRISE
	Slide 2: WHO DID WE SURVEY?
	Slide 3: EXECUTIVE SUMMARY
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12: JOB LEVEL
	Slide 13

